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I INTRODUCTION

Central Bank Digital Currencies (CBDCs) are a relatively novel economic concept which have
materialised in response to the digitisation of global and domestic economies. As individual,
corporate and government transactions are increasingly being conducted digitally and not
through cash, it follows that central banks, as the sole issuers of money, should directly mint
digital denominations of their currencies [1]. CBDCs are issued solely by national banks and
are equivalent in value to cash [2]. CBDCs are however, not cryptocurrencies [2]. They are
centrally managed with currency minting being at the discretion of the national central bank,
in accordance monetary policy goals. The technology the central bank uses to maintain the
currency ledger can be with traditional technologies, or with a modified distributed ledger. A
majority of currently implemented and discussed strategies use centralised ledgers or a
technology agnostic.

Whilst the existing banking system has a mature and evolved regulatory environment which
demarcate the boundaries between private and government responsibilities, CBDCs present
governments with the opportunity to reset these boundaries. This especially relates to the
quantity and type of transaction information which financial institutions collect and market as
a cost for their services. As proposed implementations show however, governments have not
always taken a position to reduce private access and control based on underlying political
philosophies.

A Objective

This essay recognises fundamentally that privacy is not the same as security. Of course, privacy
depends on a secure technology framework, but it is about so much more. Since CBDCs are
controlled currencies, central banks and institutions will always have significant visibility and

control of the currency ledger. Thus, privacy concerns the attainment of regulatory assurance
that sufficient technical and legal infrastructures exist to protect personal data against
unsanctioned or coerced use.



To this end, this essay will first define the issues, scope, and context of its discussion. Then it
will explore a variety of solution models across different technologies. Interestingly, because
of the recency of research and trials, CBDC proposals between countries differ greatly between
the technologies used, with most developed proposals currently technology agnostic with the
option for distributed ledger implementation in the future. Accordingly, this essay will briefly
examine the Swedish proposal, amongst others, which utilises distributed ledger technology,
before undertaking a deeper study of the technologically agnostic Bank of England and the
People’s Bank of China proposals.

B Privacy Issues

As with new technological conceptions of the recent past, CBDCs raise several categories of
privacy issues. One of those categories relates to government surveillance and elicit the
following concerns.

e Will the central bank have access to individual balance and transaction data?

e Would state police and security services have access to personal contact and identifying
information?

e Could individual access to currency be disrupted?

Another category relates to the private commercialisation of consumer data.

e Will banks and other financial institutions have access to balance and transaction data?
e (Can banks and financial institutions commercialise such data?

And finally, there are implementation concerns which relate to privacy.

e Does the currency and the ledger on which it is built protect user details, user balances
and transaction histories?

e Do both parties in a transaction have access to each other’s personal contact and
identifying information?

e Are the previous transaction histories for a unit of currency visible to its current holder?

There is no natural answer to each of these concerns. Instead, these questions represent choices
and compromises central banks will need to make and explain as they design their CBDC.

C Context

The utopian and satisfying comfort of absolute data privacy can temporarily devalue the
importance of access to data for the purposes of investigation and interception by civil and
criminal investigators. Consideration of CBDC privacy should bear in mind the current privacy,
regulatory and commercial environment.

1. Financial institutions already collect significant know your customer (KYC) data and
participate in anti-money laundering (AML) regulations as required by law. These



policies are the evolution of modern accountability policies which have been enabled
through the digitisation of commerce [3]. They provide reasonable and needed
safeguards against criminal activity and aid in the enforcement of laws. Thus, it is
unlikely that central banks and governments will adopt a CBDC implementation which
regresses from these achievements.

Central banks exist within enabling legal frameworks which regulate their
independence and autonomy [4]. This essay will assume the autonomy and
independence of central banks as per their enabling legislation [4]. Concerns of central
bank collusion with police are political and not technical in nature. They are not an
issue with CBDCs but rather the social infrastructure it exists in.

Under the general capitalistic model of most economies, companies are not motivated
to act in their customers’ best privacy interest if it is also not more profitable for them
to do so. The terms of service for many card processors allow for the use of aggregate
consumer transaction data. Consumers have no ability to decline this use other than to
withdraw from using the product.

II SOLUTIONS

Privacy attributes of solutions can be compared through the modelling of two standards. These
are the ability for the state to access transaction and account data and the ability for private

entities to commercialise transaction and account data [5]. The underlying implementation of

a CBDC can be a mix of or either a token or account-based system. Simplified, a token system
records an owner for each asset whereas an account-based system records assets for each owner
[6]. Either architecture relates to the integrity of the CBDC system by preventing double-
spending. Whereas an account-based system can query the ledger for an account balance, a
token system relies on the spending of a token possessing some sort of private key meaning the

token can only be spent once [7].
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The two points of reference for this rough comparison are cash and bank accounts [8]. Cash is
a token style system where ownership is attached to the token (note/coin). It has a low ability
for the government to audit ownership and transaction histories [9]. It also has a low ability for
financial institutions to collect balance and usage data for commercialisation [9]. Traditional
bank accounts are an account-based system. They have a relatively high ability for government
to access account and transaction data using legal subpoenas and search warrants. Financial
institutions have visibility over customer data and can specify the use and commercialisation
of such data in policies set forth by themselves. The attributes of potential CBDC models are
set out below.

A Permissioned Distributed Ledger

A permissioned distributed ledger (PDL) CBDC is based on the research, experience, and
learnings from traditional distributed ledger cryptocurrencies such as Bitcoin which has been
publicly available since 2009. While their underlying architectures are similar, they differ in
that PDLs require each party which interacts with the ledger to be authorised. The standard for
authorisation is determined in advance and can vary from “anyone who requests can join” to
“full KYC details need to be verified” [10]. The national reserve bank will set these
requirements.

Since access to the ledger is permissioned, only the reserve bank and financial institutions will
run full nodes of the ledger. Individual consumers will be serviced through wallets created and
maintained by a permissioned financial institution. Beyond access to the ledger, transactions
on the ledger can be permissioned as well. Whilst default transactions between two parties will
appear on the ledger viewable to all other authorised participants, there is also the option to
obscure transactions so that their existence is only viewable to a limited set of pre-determined
parties.

Sweden has indicated their intention to create a CBDC of this structure via central bank
whitepapers beginning 2017 [11].
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The e-krona uses the Corda by R3 PDL [12]. It is intended to have a separate notary node which
acts as the “miner” for e-krona transactions [12].

Under this model, the Riksbanken does not conduct its own KYC checks nor hold identifiable
customer data. Banks continue to act as the intermediary for customer funds and are
accountable to customers and to legislation mandating data disclosure. They can continue to
set their own policies regarding the use of customer data for commercial purposes.

Perhaps more problematically is that where it has come to implementation, governments have
relied on private companies contracted to design, deliver, and maintain PDL networks. These
standards and agreements are enforced through contract and not legislation or constitutional
guarantees and thus are a weak assurance to proper governance. The Corda framework is
supervised by the Corda board of eleven directors, nine of whom are elected by participants in
the Corda framework (financial institutions and central banks) [13]. Two seats on the Corda
board are permanently reserved for R3 appointees, where R3 is a private company not
accountable to public oversight nor shareholders [13]. Instead R3 is a for-profit corporation
owned in large part by global banks. Further, as of 2021, the Corda board has handed the day-
to-day running and power of legal contracting to R3 indefinitely [14]. Entanglement between
the de-jure independent board and the for-profit company includes a litany of private interests
which do not give assurance that a country’s government will have full control over the
underlying rules and practices of their currency. It risks countries which want to have more
stringent policies towards AML or privacy to be required to negotiate with other operators from
other currencies to enact changes to their underlying framework.
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The People’s Bank of China (PBOC) has, unlike Sweden, designed their own underlying
framework which is technologically agnostic however can be stored as a PDL in the future.
Research began in 2014 and China is currently the only developed nation with a mature testing
regime for their CBDC [15]. The main difference with previously discussed PDL frameworks
is the in-house nature of development which grants the PBOC discretion and initiative to shape
the development of the currency standard. The conditional KYC feature of the digital yuan
allows for small quantities of yuan to be held and used with minor KYC checks [16]. This
reduces the number of personal details which are collected by financial institutions which can
then be commercialised.



C Public Private Model
1 Controlled Direct Liability

This form of public private partnership increases the function of the central bank in day-to-day
banking. It is an account-based model where deposits are directly held at the central bank in
individual accounts for each customer [17]. These deposits will be controlled by financial
institutions who will perform KYC, customer interaction/instruction, onboarding, and support
functions. These institutions will not own these deposits [17].

Customer Financial Institution Central Bank Ledger
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Countries such as the United Kingdom and Australia have been investigating this model of
operation for their CBDCs however no concrete implementation has been selected [18]. This
model reduces data that the bank needs to hold and be responsible for. Banks can still attain a
similar degree of customer account and transaction data by recording requests and responses
customers make to their CBDC account. The central bank ledger contains anonymised account
information, so the central bank is unable to attain personal details of account holders without
additional measures.

2 Comingled Pools

The comingled pool is the model which most preserves the current form of banking
responsibilities and control. It is an account-based system where financial institutions will hold
account entries at the central bank [17]. Customers will have their own accounts with their
financial institutions which will continue to manage KYC and user interaction actions. Under
this model, banks own the digital currency deposited with them and the central bank is unable
to see the quantity, and individual account details of a bank’s customers [17]. They can only
see the macro pools of currency under management by banks. Banks will have equal access to
account and transaction data as they do now.

Customer Financial Institution Central Bank Ledger
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D Central Bank Direct

The direct model for CBDCs is the model which most reduces the role of financial institutions
in future financial transactions. It makes customers direct responsibilities of the central bank
removing the need for commercial deposit taking institutions. The central bank will be
responsible for KYC and AML supervision as well as day-to-day transactions.

Customer Central Bank Ledger
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No major economy has currently proposed this model of a CBDC because of concern that it
will drastically affect the integrity, confidence and stability of existing deposit taking
institutions as well as a mild population distrust of perceived direct government control of the
banks.

IIT THE DIGITAL POUND

The Bank of England (BoE) has studied the potential for a CBDC since 2016. When the UK
took the presidency of the G7 in 2021, they set public policy principles for CBDC development
which includes standards relating to law, regulation, security, and monetary policy [19]. These
standards are the basis of UK CBDC research and policy direction. In February 2023, the Bank
of England released their white paper plan for the digital pound implementation and trial [20].

A Implementation Architecture

The architecture is proposed to be a centralised ledger being run by the BoE. The digital pound
relies on a public private operation using either the aforementioned controlled direct liability
model or the comingled pool model [20].

1. The BoE maintains a ledger for digital pound deposits. They are also the sole body with
minting capability.

2. Financial institutions allow customers to create accounts with them. Financial
institutions can create an account at the BoE ledger on behalf of the customer and
henceforth act as an interface for the customer and the BoE ledger. Alternatively, they
can create a large account where multiple customer deposits are held at the BoE and
run their own ledger to distinguish between liabilities to each customer (more like a
traditional bank).

The digital pound has a 20,000 GBP cap on any single balance to allow for daily transactions
and salary deposits but not for larger sums of money to be accumulated [20]. This is to reduce
the risk of money laundering and illicit activity.



All users of a digital pound account will need to undergo full KYC checks like opening a bank
account. This requires details such as a name, and date of birth as well as ID to support these
assertions.

Does the currency and the ledger on which it is built protect user details, user balances and
transaction histories?

Yes. The BoE ledger does not contain any identifying information on customers [20]. Balances
and transaction histories are stored by the ledger and are subject to regular risks associated with
bank account security.

Do both parties in a transaction have access to each other’s personal contact and identifying
information?

No. Transactions between parties will rely on third parties such as banks and payment
processors. Like current card payments and bank transfers, apart from account numbers, further
information is not given. The BoE ledger cannot look up account details given a name or date
of birth.

Are the previous transaction histories for a unit of currency visible to its current holder?
No. This is an account based CBDC and currency ownership history is not stored [21].
B Commercial Access to Data

Will banks and other financial institutions have access to balance and transaction data?

Yes. Banks and financial institutions have access to all balance and transaction data like
existing bank accounts. The BoE ledger is simply the underlying infrastructure to which a bank
adds a frontend to create a financial product for customers to use [20].

Customers can open accounts at multiple institutions to spread the information provided to
institutions.

Can banks and financial institutions commercialise such data?

Yes. To the same extent that they can commercialise their existing bank data.
C State Access to Data

Will the central bank have access to individual balance and transaction data?

The central bank, through their ledger, can see account balances and transaction data. They
cannot see any identifying details about each account, which is managed by the banks.

Would state police and security services have access to personal contact and identifying
information?



Yes. Like existing processes with bank accounts, police can subpoena banks for personal and
contact details identifying a BoE account since those banks would have needed to collect KYC
details prior to opening an account. The BoE addresses this point directly in their white paper
asserting that the need for law enforcement to conduct searches is imperative to controlling
money laundering and illicit activities. It is not the bank’s intention to create a payment system
which completely anonymises its users.

Could individual access to currency be disrupted?

Yes. The Proceeds of Crime Act 2002 gives police the ability to apply to a court for an order
to freeze an account containing assets of an individual involved in crime. Banks such as retail
banks which provide UK customers with digital pound access will be required to comply with
these orders.

IV THE DIGITAL YUAN

The People’s Bank of China (PBOC) began digital yuan research in 2014 with the first pilot
being deployed in 2020 and wider pilots being deployed across China during the 2022 Winter
Olympics reaching over 10 major cities. It meets cash-like accessibility attributes such as a low
barrier to usage, a low cost to usage and anonymity to a certain extent [22]. Participating
financial institutions provide services to convert between digital yuan and renminbi bank
deposits.

Cumulative digital yuan transactions currently sit at 87 billion RMB or 13.7 billion USD [23].
They currently represent 0.13% of the PBOC’s cash reserves [24]. As of February 2022, 244
million individual accounts and 18 million business wallets have been opened.

A Implementation Architecture
The digital yuan has a multi-tier model of operation involving existing institutions [16].

1. The PBOC maintains a ledger for digital yuan deposits. They are the sole body with
minting and burning capability [25].

2. Select financial institutions participating in the trial maintain customer services [26].
They provide a wallet for the customer to see and handle their digital yuan balances.
This wallet is simply displaying a user’s balance on the PBOC’s ledger as that is where
customers’ digital yuan are stored. These financial institutions handle the dissemination
of digital yuan via the acceptance of RMB bank deposits and vice versa for customers
wishing to convert to cash.

3. A wider range of financial institutions provide payment services and financial products
to customers with digital yuan facilitating purchases and P2P transfers [25].

The digital yuan uses a system of controlled anonymity where the amount of personal
information required of consumers depends on their daily spend and total deposit amount [25].
The minimum information required to open an account is with a single phone number [27].



This minimum account affords the greatest privacy protections and has a 10,000 RMB balance
limit, 2000 RMB per transaction limit and a 5000 RMB daily transaction limit [28]. Increased
tiers of verification comparable with normal bank KYC checks will increase these limits [27].
Business accounts have increased limits to personal accounts.

Does the currency and the ledger on which it is built protect user details, user balances and
transaction histories?

The central bank ledger stores only wallet balances, transaction histories and phone numbers
[16]. Individual financial institutions which conduct KYC processes may store additional
information on customers such as names, addresses and date of birth, the security of which
would depend on the institution. Despite this, the storage of a phone number within the central
bank’s ledger is a significant piece of information which may help identify owners in the event
of a breach.

Do both parties in a transaction have access to each other’s personal contact and identifying
information?

No. Parties are not able to know identifying and contact information of opposing parties to a
transaction [16]. Transactions can be business to consumer via a payment processor or peer to
peer via wallets or even via Bluetooth [25].

Are the previous transaction histories for a unit of currency visible to its current holder?

No. The digital yuan uses an account-based ledger. Transaction histories are tied to accounts
and not units of currency [21].

B Commercial Access to Data

Will banks and other financial institutions have access to balance and transaction data?

Not exactly. A digital yuan wallet is a standalone app or hardware device. While select banks
and financial institutions enrol users with wallets, they cannot then see the transaction data that
occurs within a wallet. They provide users exchange services to convert RMB to digital yuan
and they have a record of these conversions [16]. Users however have a choice in financial
institutions meaning they can avoid any singular bank gaining an accurate image of their
balance.

However, many financial institutions like Alipay and WeChat Pay provide integrated wallets
within their existing apps [16]. These apps act as an additional interface between users and
their wallets and consequently are privy to user requests to their wallets.

Finally, users can create child wallets tied to their original wallet which they can add to
different payment providers and banks [28]. This allows users to operate multiple wallets which
can obfuscate their activities to financial services providers.



Can banks and financial institutions commercialise such data?

Yes. To the extent that they can get the data, institutions can treat this data per their existing
privacy policies and commercialise accordingly.

C State Access to Data

Will the central bank have access to individual balance and transaction data?

Yes. The central bank will have access to individual balance and transaction data tied to each
wallet. They have minor details such as a phone number which they can use to identify that
data via lookups for phone number ownership.

Would state police and security services have access to personal contact and identifying
information?

Yes. Like bank accounts, law enforcement can use search warrants served either to financial
institutions or the PBOC to gain a person’s transaction history or personal details.

Could individual access to currency be disrupted?

As with bank accounts, police have the authority to freeze personal assets including bank
accounts and digital yuan wallets if they suspect the person has committed a crime. Banks are
required to cooperate with police to freeze accounts and financial services provided to
individuals. It is likely that the PBOC will likewise comply with similar requests to freeze
digital yuan wallets.

Applications to freeze assets must be approved by a court under Article 94 of the Criminal
Procedure Law [29]. The Anti-Money Laundering Law likewise empowers police with these
prerogatives.

V COMPARATIVE COMMENTARY
A Implementation Architecture

The BoE proposal for their CBDC places a strong emphasis on existing institutional
participation. Although well intentioned, this emphasis on the private sector and fear of the
central bank taking a greater role in the currency’s implementation has resulted in the BoE
essentially designing a common backend for banks to use. The government, through the central
bank, should be wary of assuming private sector overheads without reducing institutions’
control and access to data or internalising the costs of designing and operating such a system.

Access to an account relies on going through an existing financial institution with full KYC
checks for any balance. This has the same accessibility issues as exist bank accounts and does
not fulfill a CBDC goal of better serving the underbanked.



The PBOC design, like the BoE proposal, assigns a role to existing banking institutions,
however, shifts a greater level of control and data away from the banks. It is representative of
the central bank assuming greater operational control of its CBDC while leaving customer
service to the private sector. It reduces institutions to mere providers of frontend services to a
wallet which the user inherently owns. Users can change providers for their wallet, unlike with
the BoE model which would require a user to close an account and open a new account with a
different bank. The minimum requirement of a phone number, but no KYC is a reasonable
entry point which increases accessibility beyond those with bank accounts. The requirement
for a phone number allows for 2FA and acts as a limit to excessive accounts.

B Commercial Access to Data

The BoE model essentially is a banking backend which all banks can use to offer their products.
Hence, they will largely have similar access and visibility to data which they can commercialise
per their terms. Governments should be cautious of increasing for-profit corporation access to
transaction data so unconditionally for its new currency. On the other hand, the digital yuan
does not give institutions which create user wallets control over those deposits. Unless a user
pays their yuan to a bank, they cannot earn interest. Hence, by default, banks will have reduced
access to customer data, unless they are able to market an integrated application which
persuades users to hold their currency with them.

C State Access to Data

The BoE model moderately increases data which the government (central bank) stores since a
ledger is now being stored by the BoE and not by individual banks. The PBOC will now also
have visibility of cash holdings in anonymised accounts and access to mobile phone numbers
tied to each account. In both cases, the macro visibility of the money supply, be it MO, M1 or
M2 is being increased reducing the privacy of financial institutions. This will aid regulatory
regimes with increased transparency and decreased reliance on self-reported data.

VI CONCLUSIONS

An examination of a range of CBDC models reveals the intention of central banks is the
standardisation of internet banking, making it state-sponsored, universally accessible and at no
cost to the end consumer. The absolute anonymity of cash is dead. It is not being considered a
feature to be fully preserved in CBDC design considering anti-money laundering and counter-
terrorism needs [3]. Instead, designs differ over the level of default access corporations and
government possess to financial data [30]. All proposed CBDC architectures can be abused by
security services if that is their overwhelming will; just as all CBDC models can be abused by
private institutions if a strict regulatory regime is not present. These attributes are not new, but
merely duplicate to the existing financial banking system. But the bigger question for
governments is whether they will use CBDC creation as an opportunity for a blank slate to
redefine the role of public and private entities so as to improve privacy outcomes, or to merely
rollover the same financial and regulatory landscape.
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